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¢ '| ESTADO ACTUAL

Red Optica 10G

HUELLA DE FIBRA
DE 1363KM

CAPACIDAD

OPTICA 200 G

Nodo Optico/ IP

Nodo Optico

Lambda A/D 100G

Lambda 100G Express
Lambda 100G Express
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Pliego publicado 10 Noviembre 2022

Caracteristicas Generales

eSolucién DWDM, al menos, 100G :
eRestauracion de canales y ’

® Proteccion completa

®Plano de control distribuido

e|nterfaces cliente 1G/10G/100G(asFp2s)
eProvision automatica de nuevos servicios

Lambda 800G
( J Add/Drop sites

Lambda 600G
Add/Drop sites
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€

Criterios de Valoracion

Licitacion nueva Red Optica 100G (100 puntos)
® Sistema de Gestion y monitorizacion Criterio Econdmico 15 puntos
avanzado

e OTDR dispositivo para la supervision
de la fibra optica

® Proyecto de migracion Criterios Técnicos Cuantificables
® Soporte 24x7 con reemplazo 8h
® Garantia 5 anos mediante formula 55 puntos

mediante juicio de valor 30 puntos
® Precio Licitacion 3.945.000 €

jf scAvLE
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A
Demarcation

Reflector

Rayleigh
scattering

Reflectance

Reflectance

| digital J

Monitorizacion grafica 24x7 fibra oscura

Rayleigh

Scatterirg Fiber-cut

v, Distance

 Monitorizacion en 24x7 de las FFOO en uso

Distance

» Infraestructura de critico funcionamiento
» Integracion completa mediante SNMP en gestores de cliente OpenView,

Nagios....
» Soporte de mapas GIS

* Envio de eventos SNMP con identificacion de punto KM de fallo
» (Generacion de graficas OTDR sin necesidad de cortar la conectividad
» Deteccion de intrusiones en el sistema

J[ SCAYLE
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‘= Otros
— l o= INCI DENCIAS en Red CAYL E . Pérdida de conectividad (VRRP, BGP)
Caida circuitos (mantenimiento
equipamiento cliente)
INCIDENCIAS Estado equipos (temperatura, filtros, fallo

_ _ eléctrico)
M Cortes fibra M Problema acceso M Alarmas equipos ™ Otros

M Incidencias M Solicitudes

SOLICITUDES

M Trabajos Tefonica M Trabajos preventivos

B Mejoras hw/sw M Resto

O Fallos Hardware !!

Periodo desde 01/11/2021 al 01/11/2022

fl scavLE



REDCAYLE
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: INCIDENTES

: INCIDENCIAS
. INCIBE-CERT

. en RedIRIS

Centro de respuesta a incidentes de seguridad operado
por el Instituto Nacional de Ciberseguridad

TICKETS REDIRIS

M Trabajos Programdos W Otros

1 Servidor Exchange vulnerable a ProxyShell

2 Servidores NTP expuesto a ataques de
denegacion de servicio por amplificacion

Periodo desde 01/11/2021 al 01/11/2022
jl scAvLE
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== ELK Stack
15 Grafana

& telegraf ) influxdb

grayleg
. kibana
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Ubuntu Ubuntu

CPU's: 4 CPUs: 8
MEM: & GB MEM: 16 GB

srv-kubermanagero1

i ~
srv-kuberbalancer

LS

srv-kubermanager02

El balanceador es un equipo virtualizado
que se encarga de distribuir las cargas de
trabajo de todo el clister entre los distintos

equipos que lo componen

srv-kubermanagero3

El grupo de "managers" esta compuesto por un total de

tres equipos virtualizados, encargados de mantener el

control sobre las distintas tareas y aplicaciones que se
ejecutan en el clister

srv-kuberworkero1

srv-kuberworker04

srv-Kuberworker05

srv-kuberworkerd2

srv-kKuberworkero3

El grupo de "workers" esta compuesto por un fotal de

cinco equipos virtualizados, sobre los cuales se ejecutan

las distintas tareas y aplicaciones del clister

. kubernetes

Sistema de cddigo abierto para automatizar el
despliegue, el escalado y la gestion de aplicaciones en
contenedores

jl scAvLE
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MNetflow datal Kibana Web Ul 1
302585 — 30006
Kubernetes '
m» elasticsearch
-—
- Data-0
» g l0gstash —
Blacklist parser |  Entity filter
| Data-1
> gy |08stash —»é » g l0gstash — — Data-2 — ‘ Kibana
Redis Blacklist parser | |  Entity filter
Master-0
> — Visor de datos
wy l0gstash —
Blacklist parser | |  Entity filter Informes
: - Alertas
Machine-learning
ML
1 Recibe el trafico netflow y lo pasa a formato legible Cluster de elasticsearch compuesto por 3 nodos datos, que son los
2 Es un BD que retiene la informacidn hasta que es requerida encargados de almacenar los datos recibidos (6,7 y8), 2 nodos master que

3,4y 5 Recogen la informacion de 2 y la enriquecen con valores afadidos Coordinan y dan acceso a los datos (9 y10) y un nodo de machine-learning(11)
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~ ]2 MONITORIZACION Trafico ElastiFlow

= . Dashboard ElastiFlow: Traffic Details (types) Fullscreen  Share Clone l
—_—
@ (+] Q Filter your data using KQL syntax ~  Nov 7, 2022 @ 09:00:00.000 > Nov 7, 2022 @ 15:00:00.000 _—
ElastiFlow: NAV: Traffic Details ElastiFlow: NAV: Traffic Details (types) ElastiFlow: Logo
Overview | Top-N | Threats | Flows | Geo IP | AS Traffic | Exporters | Traffic Details | Flow Records Types | Attributes | Locality
||
ElastiFlow: Traffic Types - input list ElastiFlow: Blank
/\Client A\Server /\Service Application I
Select... 2 Select... N Select... v Select...
Clients (flow records) ElastiFlow: Client Count Servers (flow records) ElastiFlow: Server Count
® 1¢  46.73.30 ® 3113.8352 H I
® 21 1247 ® 93.184.221.240 :
/ ® 21 1246 ® 130.206.193.109 H
- o2 125 187.793 o 1020510310 252 819
§ ® 21 1244 H /] ® 130206193111 £ ']
2 \ e 21 1243 g Clients o Ubisowais 4 Servers
® 21 1242 : ® 130.206.193.108 H
= ® 21 1248 : = ® 216.239.38.120 H
Clients (bits/s) Servers (bits/s)
‘ e 21 3175.251 38.4Mbit/ aoctitn ® 142.250185.10 5.6Mbit/!
. S
12.0Gbit's ® 21 313582  8.1Mbit/ ® 13.107.6.171 11.4Mbit/
10.0Gbit/s ® 21 313584  9.2Mbit/s ® 139177.224160 31.7Mbit/s
6.0Gblt/s
80GbIY @ 21 313583  8.2Mbit/s ® 142.250.20174  5.1Mbit/s
2 /s

o2 8157137  49.9kbit/s ® 130.206192.24 26.7Mbit/s
8.0Gbie i 4.06bit/s ,

e 21 3135.80 7.4Mbit/s ® 216.239.38.120 31.6Mbit/s
4.0Gbit/s ® 19 8157.63 129.4kbit/s ® 52113194132  30.5Mbit/s
wman ® 21 313587 85Mbiys SO0 ® 179601932  41.1Mbit/s

o2 3135.66 6.8Mbit/s ® 13.107.4.50 7.9Mbit/s

DO0WE. [ - 15 4889 opns ® 87.248.206.0
09 14 09
Nov 7, 2022 e 21 3135.88 5.6Mbit/s Nov 7, 2022 ® 52113.195.132 4.1Mbit/s
per 5 minutes ® 91 213RAN 29 1Mbit/e per 5 minutes & 2112024 16 2Mhit/e

fscAvYLE
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S o) fesaaelon . Servicios Top N = ElastiFlow

2 @ Q) Filter your data using KQL syntax ~  Nov7 2022 @ 09:00:00.000 -+ MNov 7, 2022 @ 15:00:00.000 & Refresh
ElastiFlow: NAV: Top-N ElastiFlow: NAV: Top-N (services) ElastiFlow: Logo
Overview | Top-N | Threats | Flows | Geo IP | AS Traffic | Exporters | Traffic Details | Flow Records Talkers | Services | Conversations | Apps
]
ElastiFlow: Flow Types, Exporters & Services - input list Services (bits/s)
/M Flow Type # stun (UDF/3478) 29.9Mbiys
& imasps (TCP/993) 22 6Mbit/s
Select... ~ 15.0Gbit/s # openvpn (UDP/... 29.9Mbit/s
e dns (UDR/53)  124.5Mbit/s
/\Flow Exporter OUGHRIS ® udp/12079 6.4Mbit(s
o plethora (UDF/... 15.4Mbit/s
Select... 4 o posync-https ... 130.7Mbitfs
5.0Gbir/s # ssh(TCP/22) 4. 1Mbit/s
/hService ® udp/33001 202.8Mbit/s
0.0bis . . . . . . . . . ® https (UDF/44... 933.3Mbit/s,
Select = o 18 30 45 0 15 30 48 o 15 30 s o 15 30 a5 5 15 30 45 0 15 0 45
08 10 i 12 13 u » http (TCP/80) ‘I_OGb'lt.fj_
Nov 7, 2022
per 5 minutes I ® https (TCP/443)  4.4Gbit/
ElastiFlow: Top Services - table ElastiFlow: Top IP Protocols - table
M Export M Export
Top Services ~ Bytes ~ Packets ~ Flow Records ~  Top IP Protocols ~ Bytes ~ Packets ~ Flow Records ~
https (TCP/443) I 26TB 30.7b 12,990,177 tcp 33.9TB 39.3b 15,654,322
http (TCP/80) 6.4TB 6.4b 1,551,088 udp 5.6TB 7.2b 2,138,543
https (UDP/443) 3.6TB 4.3b 1,587,268 icmp 18GB 64.3m 51918
udp/33001 479.4GB 357.2m 1,416 esp 11GB 13.9m 2,642
ssh (TCP/22) 437.8GB 393.9m 29,393 vITp 60MB 1.2m 891
pesync-https (TCP/8443) 422.7GB 378.2m 130,463 gre 47.4MB 148k 134
plethora (UDP/3480) 222.1GB 347.4m 33133 ipv6 3.2MB 43k 43
udp/12078 178.5GB 186.2m 3,511 pim 1.6MB 22k 22
dns (UDP/53) 148GB 305.8m 127,029 sdrp 236.3KB 1k 1

il scAvYLE
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MONITORIZACION

Ncl

sy
© @ (U Entity :"SCAYLE"
‘ Public x ‘
ElastiFlow: NAV: Geo IP

Overview | Top-N | Threats | Flows | Geo IP | AS Traffic | Exporters | Traffic Details | Flow Records

Geo IP

ElastiFlow: NAV: Geo IP (client/server)

Client/Server | Src/Dst

F FlastiFlow
/// 4

EET—
© BEJ v Last5hours | G Refresh

ElastiFlow: Logo

ElastiFlow: Client/Server - input list
/\Flow Exporter /\Client
Select... v Select...

Servers and Clients (bytes)

@

Services (bytes) | NITED

185179.104.2
185.179.104.3
185179.104.20
216.8.82
185179.104.12
37187.20.84
185179.104.7
199.232.81.89

EtherNet-IP-1 (TCP/22...
https (TCP/443)

ntp (UDP/123)

krb524 (TCP/4444)
udp/19305

irtrans (TCP/21000)
dns (UDP/53)

ddi-tcp-6 (TCP/8893)

® o 0 0 00 o o

Bachfilc
Qcean

Countries and Cities (bytes)

Spain

United States
France

Romania

United Kingdom

Germany

/\Server

v Select...

cowmnu )t s
ECUADOR |
7 2

" PERU
\ h \

ElastiFlow: Blank

LAYERS
| network.bytes

2168
536.5MB
27.3KB

W servers @eo

Ill

Gl 4

network.packets
<188.4k

188.4k up to 375.8k
A 375.8k up to 563.1k
563.1k up to 750.5k
750.5k up to 937.9k
7] 9379k up to 1Am
] 1Imupto1.3m
8 0 >=13m
network.bytes
< 268.2MB
268.2MB up to 536.5MB
536.5MB up to 804.7MB
. 804.7MB up to 1GB
P\N ) 1GBupto 1.3GB
‘Gl g 1.3GB up to 1.6GB
@ 16GBupto 1.8GB
@ >-18c8

network.bytes

A AUSTRALHA . . °®

| 27.3KB 2108

fscAvYLE
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Flujos = ElastiFlow

Overview | Top-N | Threats | Flows | Geo IP | AS Traffic | Exporters | Traffic Details | Flow Records Client/Server | Src/Dst | AS i
[T}
ElastiFlow: Src/Dst - input list ElastiFlow: Blank
/\Flow Exporter /\Source /\Destnation /\ Destination Port I
Select... v Select... v Select... v Select... v

Sources (bytes) ElastiFlow: Sankey Src/Dst (bytes) - vega
© 93184.221240  § l ° 13 167330
® 34104.35123 ; B 1308 ° 21 247
o 31138352 : e 21 246
® 179.60.193.63 H 12088 ® 21 244
© 130206193109  § 21 245
e 13020619310 §  10MB e 21 243
» 130206193111 § o 21 249

= » 130206193108 § '00ME o 21 242

o0MB
e 11467330 l e 1467330
e 138352 g Loy o 71247
e 184221240  § o 71246
e 16019363 ] 7008 e 71244
o 71247 H e  146109.45
e 10435123 3§ oM e 71245
o 71243 t o 71243
o 71246 ] oo = o 71249
40MB Destinations (flow records)

® 11467330 H l ®  14673.30
o 71247 ] 3B o 71247
e 114610945  § o 71248
e 138352 t 2008 e 71245
e 71246 5 o 71244
o 71243 : 1ov8 o 71242
o 71248 i e 71243

= o 71242 g 458 o 71248

fl scavLE
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Machine Learning ‘ kibana

= . Machine Learning  Anomaly Detection Single Metric Viewer

Machine Learning

e
b

Sing|e Metric Viewer B~ Oct17,2022 @ 12:44:58.00 > Nov 3, 2022 @ 10:45:00.00

Overview

records = ¢ Edit job selection
Anomaly Detection

Jobs Detector

Anomaly Explorer count Forecast
Single Metric Viewer

Settings Single time series analysis of count &

show model bounds annotations

Data Frame Analytics Zoom 0 12h 1d 1w 2w (aggregation interval: 15m, bucket span: 15m)
(8] -

. 700,000 i | " .
Results Explorer 500,000
Analytics Map

500,000
Model Management

400,000
Trained Models N
Nodes 300,000 /\/
Data Visualizer 200,000
File

100,000
Data View

2022-10-2108:00 2022-10-2112:00 2022-10-2118:00 2022-10-22 00:00
AlOps
Explain log rate spikes = ~
I 2027-10-19 00FD0 202210+, 2022-10-23 00:00 _ 2023410-27 00:00 2022-10-29 00:00_ _2022-10-31 00:06-2022-11-01 00:00 ™
Anomalies
Severity warning ~ Interval  Auto v @

jl scAvLE
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2 04
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> 75
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4
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0
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~ B Trafico Global RedCAYLE

88 MX480-LEON + MX480-VA + <3

Trafico global REDCAYLE
22.5Gb/a

2022-11-01 18:25:00

1.06 Gb/s
[

200Gb = Totalin:

= Total_out:

17.5Gb/s

15.0 Gb/a

12.5Gh/s

10.0 Gb/s

g T

/02 08-00 11/02 16:00 11/03 00-00 11/03 08-00 11/03 16-:00 11/04 00-00 11/04 08-00 11/04 16:00 11/05 00:00 11/05 08-00 11/0516:00 11/06 00:00 /06 08-:00 11406 16:00 11,407 00:00 11,07 08:00 11/07 16:00 11,/08 00-00 11/08 08:00

Total_in

290 Mby's 2191Gb/s  4.28Gb/s 7.07 Gbis

Total_out

141 Mbyfs 3.59 Gbfs 1.27Gbfs 2.35Gb/s

O Grafana

11/08 16:00

863041 Thfs
255611 Th/s

jl scavLE
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)
Grafana
CPU MEM TEMPERATURA

ROUTER ULE ROUTER UVA

CPU_RED

| 'y g

414 " o —
1% +1 B L '.'l .1t s mrrde o
Mo '!nri:fh:-aa-:d e - —

S .l......uu-.'-...

11/620:00 11/622:00 11/700:00 11/70200 11/70400 11/706:00 11/708:00 11/710:00 11/71200 11/71400 11/716:00 1147 18:00 00:00 ;! 3 H 14:00 16:00
- CPU

MEM_REO MEM_REO

9

8%

T
6% 1
20:00 22:00 : : : : 12:00 14:00 20:00 22:00 : ;i : : 14:00 16:00

== red_regional.mean == red_regional.mean

TEMP_REO TEMP_REO
31.25°C 36.1°C

31.00 °C mmmr 36.0°C
T 35.9°C
0.50°C | 35.8°C
30.25°C e
00 C 35.6°C

35.5°C
o
20.75°C 35.4°5C

20:00 22:00 : : : : 10:00 12:00 14:00 16:00 20:00 22:00 ] 4 ] : 12:00 14:00 16:00

== red_regional.mean -
== red_regional.mean
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Trafico Acumulado

RELITETLT

September November
Input 9898.28 T 1.232 P 1.68 P 1.42 P 1.60 P 1.28 P 653.38 T 336.34 T 1.32 P 1.0 P 195 P 1.38 P 15.86 P
Cutput 41477 T 523.11 T 583.30T 545.85T 614.42 T 461.63 T 321.29 T 224.48T 424.76 T 604.58 T 610,79 T 523.40T 5.85P

2021 16P / 6P

.

2000T

1500 T I Output
1000T
500T
0T

January February March June

I nput

August September October November December

January Api June August September October TOTAL
Input 1.45 P 1.82 P 1.36 P 813.64 T 1.12 P 852.15 T 373.54 T 243.52 T 1.01 P 1.17 P 10.26 P
Cutput 52077 T S542.06 T 471.82 T 314.21 T 312.48 T 254.86 T 173.67 T 144.67 T 269,53 T 366.70T 3.38 P

2022
.

2000 T -
1500 T I Output
1000 T
500 T
0T

January February March April May June Juby August September October

J] SCAYLE



N

REDCAYLE

RED DE CIENCIA Y TECNOLOGIA
CASTILLAY LEON

Filtros Anti-Spoofing 9 ray|®9

R_D _Source_IP_Interfaz_USAL R_D_PFE_FW_SYSLOG_ETH_IPFW_SCAY... R_D_Source_IP_Interfaz_|CYL_COLEGIOS PrevenC|0n del traflco con
: direcciones IP de origen falso

URPF (Unicast Reverse Path
Forwarding )
Aplicado en las interfaces de

cliente.
Value % Count
Value % Count Value % Count Top 5values
Top 5 values Top 5 values B! 48.165.68 35.29% 6
200.56.1 61.11% 1 164.52.6.130 50.00% 1 8 48.165.86 17.65% 3
248.165.68 16.67% 3 89.248.165.68 50.00% 1 1 117412 5.88% 1
164.214.243 5.56% 1 11 116.169.61 5.88% 1
1241.202.21 5.56% 1 11 94138.80 5.88% 1
1111.174.81 5.56% 1 Others
Others 2 Ba4140 5.88% 1
80.248.165.86 5.56% 1 1. 61.99.70 5.88% 1
8 46.7.108 5.88% 1
1. 126.220.218 5.88% 1
g 4816552 5.88% 1
v
a few seconds ago o & a few seconds ago o &

fl scAvLE
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~ _|, MONITORIZACION Control de Logs gray|®g

ROUTER ESTADO AGREGADOQOS index set Default index set Manage Rules Manage Outputs Manage Alerts Pause Stream More Actions ~

ROUTER AGREGADOS
0 messages/second. Must match at least one of the 2 configured stream rules. Show stream rules

ROUTER SNMP AUTH index set Default index set Manage Rules Manage Outputs Manage Alerts More Actions +

ROUTER SNMP AUTH
0 messages/second. Must match at least one of the 1 configured stream rule. Show stream rules

ROUTER VRRP index set pefault index set Manage Rules | Manage Outputs | Manage Alerts More Actions ~

Deteccidn de cambio en el VRRP
0 messages/second. Must match all of the 1 configured stream rule. Show stream rules

STORM CONTROL index set pefault index set Manage Rules | Manage Outputs | Manage Alerts | Pause Stream VLY Nails 104

Storm control from switches
0 messages/second. Must match all of the 1 configured stream rule. Show stream rules

STORM CONTROL (ITACYL ) index set vefault index set Manage Rules | Manage Outputs | Manage Alerts | Pause Stream [EVIIFNails)ERg

Storm control exclusively for ITACYL
0 messages/second. Must match all of the 1 configured stream rule. Show stream rules

TRAPS INFINERA equipo entrd en baterias index set befault index set Pause Stri

traps messages
0 messages/second. Must match all of the 1 configured stream rule. Show stream rules

TRAPS INFINERA GENERICO index set Defaut index set TRl
trap generico
JJ SCAYLE

More Actions =

0 messages/second. Must match all of the 5 configured stream rules. Show stream rules
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O

SERVICIOS

Protocol Summary Stacked Trend Chart - Total

32.6GB

27.9GB

233GB

18.6GB

Sum of network.bytes

9.3GB

0B @
08 09

7th
November 2022

Host Summary Pie Chart - From

@timestamp per 10 minutes

® 185173304 20
® 21735717

® 370372084
® 1351781042
® 1861781043
® 1851780047
® 18517210412
® 104179224
» 1631469627
® 7402525070
® 74125250136
® 18517810410
® othar

o Other

@ display (TCP/7236)

» smtp (TCP/25)
e https (UDP/443)
@ dns (UDP/53)
@ ddi-tcp-6 (TCF
® icmp/0

® udp/19305

@ http (TCP/80)
@ ntp (UDP/123)
@ krb524 (TCP/4
® EtherNet-IP-1|(
@ https (TCP/44%

Host Summary Pie Table - From

& Export

Tap Servers

1685.179,104,20
217.35.17
37.187.20.84
165.178.104,2
185.179.104.3
185.179.104.7
165.175.104.12
104.17.92.24
193.148.96.27
74.125,250.70
74.125.250.138
185.179.104,10

ather

Volum

28.6MB

23.8MB

19.1MB

14.3MB

95MB

4 8M8B

e Traffic

ha :;.-1 @ ~~v~-—‘.::4—<kx—v<..-

08 09
7th
November 2022

56.5GB
21.6G8
16.9G6
11.2GE
47GB
4.56B
1.26B
1.2GB
694,308
574.2MB
550.7MB

13.6GB

n

Informes por Institucion

per 10 minutes

521.9GB

|
|
|

® BytesIin 08B

@ Bytes ...

fscAvYLE
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REDCAYLE

RED DE CIENCIA Y TECNOLOGIA
CASTILLAY LEON

{ 1. SERVICIOS

Acceso Monitorizacion

https://extranet.scayle.es/
https://extranet2.scayle.es/

j! scAYLE

SUPERCOMPUTACION
CASTILLA Y LEON

Bienvenido al portal de acceso sequro de SCAYLE
Portal SSL-VPN de SCAYLE

Usuario | | Introduzca usuario y contrasefia.

Contrasefia | |

IPERF

Mediciones del ancho de banda

Previa solicitud al NOC

NETWORK
BANDWIDTH

GIGABIT
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REDCAYLE REDCAYLE

RED DE CIENCIA Y TECNOLOGIA
CASTILLAY LEON

{ 1. SERVICIOS

Servidores de HORA

tic.redcayle.es
185.179.104.7
Stratum 1 con fuente GPS

tac.redcayle.es
185.179.104.12
Stratum 1 con fuente GPS
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REDCAYLE

RED DE CIENCIAYTECNOLOGIA
CASTILLAY LEON

* Otros
» SERVICIOS
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RED DE CIENCIA Y TECNOLOGIA
CASTILLAY LEON

* Otros

» SERVICIOS

Naln
Fort Severn
SASKATCHEWAN
ALBERTA MANITOBA
NEWFOUNDLAND
Edmonton AND LABRADOR
Saskatoon y QuEBEC
Calgary |
S Winnipeg ONTARIO
Vancgt_lver X ik
\). ’ ~\Thunder 8ay.
) A
Helena Bismarck Y Québec L
P MINNESOTA ‘ 5 & eant Charlottetown
Minneapolis 1 5 - Hallfas
OREGON Pierre { ) _/
Boise 2
WYOMING . Milwak f Q‘nm YORK
e
NEBRASKA Des Moines  CN®.90  claletand .
@ UNITED ILLINOIS o
NEVADA -
A . Saintlouls .
& Norfolk:
SantaFe  Oujanoma Ci o ®
NEW MEXICO Y Memphis
‘» . Adanta g
SanDiego. 1 e . Jackson GEORGIA #Hamilton
L9 \ 6= o Xk
; Chihuahua
2 ) \ Tatpa
g Mk ®Nassau
Mazatldn
7 MEXICO SUBA
Guadalajara . Congll
s JAMAICA mm xSanto Domingo
Acapulco ® = Belmopan
GUATEMALA
., aTegucigalpa
)
NICARAGUA ARUBA BARRADOS

*Prala

A.‘ o’

{ v‘l o
¥Lisboa
e §

Oran

S ubey
JRabat

sy |

MOROCCO

o MALI

/ BURKINA

Valéncia .

-

SAgilers wunis

™ Kano

Porm
LAYERS =
Nizhny Novgorod

HIOKHMA a
Spam Source O
QO oo ® s

@ Ciustered Spam Destination 51

Samara
CaMap3 | @ Ciusterad Phishing Destination &1
i 5
o o I Clustered Phishing Source &1
Volgograd
Bonrorpag, - B Clustered Attack Source 1
) @ Custered Attack Destination 1]
KARACHAY- &
PRCARIK @ Ciustered Msware Destination 1)
KAPAMAERO-
NEPKECHS. - y
) . =+ B custered Matware Source 11

S ' (O Defacement Source 6101

] (©) Defacement Destination © [1

s G Wl . L)
) - ) m ‘ © @ Botnet Destination &1
: Tripoll L \
Ghardaia w1 Pe% Benghazi N IRAQ If @ Botet Source 511
i o Alexandria SRAEL »
\ ¢ Sl [ Alexandria spag ¢ L
\ ( Qs ‘.“ 5 > Shiraz @ cac Source OO
\ —IUWADIE i
ALGERIA {  sabha o " @ cacoestinstion o1
et EGYPT SAUDI
| ARABIA UNITEl (D Chustered Maicous Destination © 1
Tamanrasset e EMIR
Sl \ Mecca Chustered Makicious Source &0
i<,
- | - Do:ﬁ ‘ @ FastFlux Destination 1] i
NIGER 7 Rl fe
), D s | YEMEN _iﬁ.m
' { SUDAN (s i
. *Niamey._Znder___~ Gonder o o 130w |

Ty NDjamena 5 Nyala



REDCAYLE

RED DE CIENCIAYTECNOLOGIA
CASTILLAY LEON

“1® Otros .
'O'c » SERVICIOS Blacklisted Flows

18,731,808

7,656
Unigue IPs in
Flows
Detailed percentage of Blacklists
® Incibe
Percentage of Flows appearance in Blacklists .
® SinMalos
Leveld 0.32% @ Mot Listed ® Cinsarmy
REY £ oA CERT 0.01% ® Inclbe ® Leveld
@ SinMalos Blocklist 035 @ iBlockList
® Cinsarmy Rf'l'h%--u%ﬁ:ﬁ ® REYES CCN-
o Leveld Talos 0% : CERT
iBlockList FeodoTracker 0% ® Normshield
REYES CCN- ® Talos
CERT ® FeodoTracker

® Normshield
® Talos
® FeodoTracker
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REDCAYLE

RED DE CIENCIA Y TECNOLOGIA
CASTILLAY LEON

O' * Otros
c.» SERVICIOS

;, Qué es FuzzItAll?

e Plataforma para facilitar el proceso de
realizar fuzzing sobre un proyecto de
cédigo fuente, utilizando para ello las

capacidades de un sistema HPC

o  Elfuzzing es una técnica para descubrir
fallos en un software

o Funciona de manera automatizada o
semiautomatizada mediante la
introduccion de datos invalidos, aleatorios
o inesperados a la entrada de dicho
software

e Actualmente esta en fase de pruebas http://fuzzing.scayle.es

El fuzzing consiste en enviar datos aleatorios, invalidos y no esperados de entrada de una aplicacidon buscando alguna vulnerabilidad en ella.
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http://fuzzing.scayle.es/

REDCAYLE

CASTI.A

‘| MEJORAS

® Migracion Red 100G

® Nuevo Sistema de Monitorizacion
@® Servicio Blacklisted IP

@® Incorporacion de nuevas Entidades

- Academias Militares
- Sistema Videovigilancia Incendios

REL

CAYLL

RED DE CIENCIAYTECNOLOGIA
CASTILLAY LEON
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Muchas gracias

marivi.lopez@scayle.es

| digital 9

VRSCiT

VIRTUAL REALITY SCIENCE TOUR
. ,,

- FONDO EUROPEO DE
Europa lmpu,sa DESARROLLO
. . REGIONAL
nuestro crecimiento
UNION EUROPEA
Financiado por m
la Unién Europea

RED ESPANOLA DE
SUPERCOMPUTACION

[SCAYLI: ﬁ niversidad | PﬁSULSJ‘h

SUPERCOMPUTACION n eon
CASTILLA Y LEON R

w Junta de
Castillay Leén

m Qua nt u m E iﬁi SOBERNO  MINSTERIO ' :leaé'u:zraciép.,
SPAI N . ‘ Ir;::::i’;mglon NextGenerationEU

. Unién Europea
n o= **
GOBIERNO  MINISTERIO - ot
’ DE ESPANA DE CIENCIA '; : Fondo Europeo
i OB |15 E INNOVACION X g K de Desarrollo Regional
Siny

“Una manera de hacer Europa”




